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Gartner Hype Cycle for Emerging Technologies, 2017

‘ Connected Home
Virtual Assistants Deep Leaming
|oT Platform Machine Learning

Smart Robots Autonomous Vehicles
Edge Computing Nanotube Electronics
i tod Dat Cognitive Computing

gmented Data :
Discovery \ Blockchain

Commercial UAVS (Drones|
Smart Workspace ' ( )

Conversational
Brain-Computer User Interfaces Cognitive Expert Advisors
Quantum Displays
Computing Digital Twin
Serverless
PaaS

5G

Human
Augmentation

Enterprise Taxonomy

Expectations

Plateau will be reached in:
@ lessthan 2 years
@ 2to5years

@ 5o 10 years

/\ more than 10 years

Neuromarphic
Hardware - and Ontology Management i i
Deep Reinforcement (it ey S
Leaming Soﬂware-Deﬁned
- Artificial General Security
4D Printing /\ ' Intelligence
Augmented
Reality
Smart Dust
As of July 2017
3 Peak of
In_r;qvatlon Inflated _Trough of Slope of Enlightenment G atsaio}
rigger Expectations Disillusionment Productivity

Time

Source: https://www.gartner.com/smarterwithgartner
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Blockchains

®|nternet 2.0
®|nternet of Value

®m Fourth Industrial Revolution*

*https://www.weforum.org/center-for-the-fourth-industrial-revolution/

]
- IEEE CQR 2018



What

B Trust - Identity, Ownership & Verification
m Distributed Ledger

B |mmutable Distributed State Machine
® Transactions
® Consensus*

NETWORK

- ......................... DOMAIN 4
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System Model

® Entity, Agents and Events

DOMAIN SPACE

TIME
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Why

B Transparency

B |mmutability

m |dentity Management

m User-centric data management
m Codification of Rules

® Trust automation
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Where

mLife Cycle Tracking
m Biological
m Digital
® Physical

® Process Observability
® Jptimization
B [ncentives
® Accountability

B Producers and Consumers
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Information Networks

e IDENTITY

Non-Profits
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Software Supply Chain

B Current system state secure ?

m Open source distribution process
m Developers
m Packages
B Repositories
m Update Process

® Many channels for security disclosures

® CPE/CVE data managed by central entity
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Project *Chain

® Public blockchain
mSingle source of truth
mife cycle tracking of software packages

® OJpen bug bounty*
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Research Challenges

m Scalability
®|nterledger Routing
m\\Web Integration

m UJsability
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