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Statistics .on.Cyber.Security

209

Local Governments
1/4

Evaluated

No 3 Party
IT Audit

76%
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Analysis and

Palindrome a)
a) Event engaged
detected by b) Performed
Municipality server and
IT network traffic
b) Impacted forensps
critical c) Determined

that a user’s C)
workstation
was infected

d) Attack vector:
Phishing email

e) Workstation
Antivirus not d)
updated

servers and
workstations
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IT team
recovered
affected files
from backups
Enhanced
firewall filters
Performed
Vulnerability
Assessment
& penetration
testing
Developed a
Remediation
Plan

a) Addressed
vulnerabilities
identified from
penetration testing
(patches, host/WiFi
configuration,
network controls)

b) Deployment of SIEM
* Network/Host
monitoring
* Vulnerability

Management

c) Awareness Training
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User receives
‘promotional” email

Do you want to open or save Sturbucks_eGift.zip (70.0 KB) from panavenue.m@’ Open

Save |V

Email contains a link to a file
containing the ransomware

Once the user downloads
and opens the file they get
infected

— —

L E—
The ransomware . .
silently propagates to  URL Downloads a .zip file that

local drive and )
network shares! contains malware !!!

Within 1 hour of attack the
infection propagated on domain
servers and started encrypting

files

Tuesday 9:00AM -
Users cant access files
on critical servers
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lerview

The attacker may:
> Address the recipient by name

> Use lingo/jargon of the
organization

Instructions that the user is
familiar

® The emalil appears to be genuine.

m Sometime these emails have
legitimate operational and exercise
nicknames, terms, and key words
In the subject and body of the
message.
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> Reference actual procedures or

I spear-Phishing Attack
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hing -Example

SpeerPhishingEmails - peter.thermos@palindrometech.com - Microsoft Outlook =_c -
Home | Send/Receive  Folder  View  Adddns  gpgdo - GPG for Outlook s @
9 % % lgnore x 5 }J % P Meeting |23 204 2 To Manager L} R AN Q ] Y Find a Contact =
%2 Clean Up = - - 53 Team E-mail + Done e =] [ Address Book
New  New Delete  Reply Reply Forward Ei B ~| Move Rules OneNote Unread/ Categarize Follow Send/Receive
Email ltems~ | & Junk ™ Al o (4 Reply & Delete  “i7 Create New = - N - pr | P Filter E-mail = | All Folders
New Delste Respond Quick Steps ] Maove Tags Find Send/Receive
»
Search SpeerPhishingEmails (Ctrl+E) £ starbucks Card eGift <
Arrange By: Date Newest on top Starbucks <support@sitessrl.eu= 2
@ If there are problems with how this message is displayed, click here to view it in a web browser. E
£ Last Week Wed 10/8/2014 10:35 AM E
: .| sent: we : :
£ Starbucks Wed 10/8 § [T peter.thermos @palindrometech.com RED FLAGS o
Starbucks Card eGift i £
ol s
H
* ]
2
STARBUCKS 1
3
* 2
Starbusks Coffee Company E
H
our Starbucks Card eGift 2
AT&T has sent you a $20* Starbucks Card eGift. While you think of your next favorite a
beverage to enjoy, take a look at your gift and how it works.
A4
» Enjoing your eGift is easy. Just print it out and bring it into any participating Sturbucks E
L store. Ey
- =
= -
fid Your Card Security Code: 7283 3224 g
z
Print Your Gift =
2
o
g
H
£
Starbucks v
3 Connect to social networks to show profile photos and activity updates of your colleagues in Qutlook. Click here to add networks. H
@& There are no items to show in this view.
=
5 X =
J .
|
B i
tems: 1 | & Reminders: 8 | m[ea] 100% (o) Iy} ()
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2hishing

@@kg;t htp://wwew. google.com/ o~ 0‘ A

| @ The prowy serverisntrespo... % ||

File Edit View Favorites Tools Help

The proxy server isn't

‘are/Ransomware through

Do you want to open or save Sturbucks_eGift.zip (70.0 KB) from panavenue.md? Open

Save

-

—_—
Do you want to open or save Sturbucks_cGift.zip (70.0 KB) from panavenue.md? I Open Sve v Cance ‘
?

URL Downloads a .zip file that contains malware !!!
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Bankof America

Higher Standards

Dear Customer,

Bank of America Miltary Bank is doing & 20§ Reward Survey. Bank of America Miltary Bank will add
$20 credit to your account just for taking part in our quick 5 easy question survey. To get advantage of
this offer click on the link helow.

= URL REMOVED =

This message has been sent only to our special customers.

Thank you,

Bank of America Military Bank Customer Service
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| Phishing

From: servicedpaypal.com
Subject: Your PayPal Account

The way to send and
Pa;ypa receive money online

Security Center Advisory!

‘We recently noticed one or more atempts to log in to
your PayPal account from a foreign IP address and we
have reasons to belive that your account was hijacked
by a third party without your authorization. If you
recently accessed your account while traveling, the
unusual log in attempts may have been initiated by
you.

If you are the rightful holder of the account you must

click the link below and then complete all steps from
the following page as we try to verify your identity.

Click here to verify your account

Actual link URL: hitp://80.179.238.73/ ... paypal/

If you choose to ignore our request, you leave us no
choise but to temporaly suspend your account.

Thank you for using PayPal! The PayPal Team

Please do not reply to this e-mail. Mail sent to this
address cannot be answered. For assistance, log in to
your PayPal account and choose the "Help" link in the
footer of any page.

To receive email notifications in plain text instead of
HTML, update your preferences here.

PayPal Email ID PP697

Protect Your Account Info

Make sure you never provide your
password to fraudulent persons.

PayPal automatically encrypts your
confidential information using the
Secure Sockets Layer protocol
(SSL) with an encryption key
length of 128-bits (the highest level
commercially available).

PayPal will never ask you to enter
your password in an email.

For more information on protecting
yourself from fraud, please review
our Security Tips at

http:/iwww paypal.com/securitytips

Protect Y our Password

You should never give your
PayPal password to anyone,
including PayPal employees.
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SIS, containment,

Host Forensics Recovery
; Network Forensics

Analyze active memory, _ )

processes, OS logs, Containment Plan Examine and

Network traffic captures

glﬁgr)ésstei(r)n daér;grrr}]eia/\éork & firewall logs were Stringent U validate if most
behavioral patterns of | eviewed in order to o nser recent backup
ransomware extract traffic patterns | PEIMISSIONS A d
(Cryptowall). that may help narrow Firewall filters to reference is infecte
the initial activity of the | prevent in-
malware. bound/outbound Restore data from
propagation, backup prior to
Update infection
antivirus/malware o
signatures Prepare remediation
strategy
Hosted awareness
training
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‘eat Remediation

Perform Vulnerability
Assessment &
Penetration Testing

Categorize/Prioritize
Vulnerabilities and
develop remediation
plan

Establish Continuous
Monitoring Program

Deploy SIEM

N Remediate
(Vulnerability and Vulnerabilities
Threat Management)
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Professional Managed
Services Services

« Information Security and e SIEM
Assurance

* Vulnerability Assessments Alerting
* Penetration Testing Event Correlation

* Risk and Threat Analysis L N liza
. Secunty POIle Og ormalization

« Architecture Review User Monitoring

* Forensics Malware Detection
* Incident Response

» Governance

» Compliance

 Disaster Recovery Planning
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out.-Palindrome

Mobile
Security
Solutions

* Recap Mobile

Security
Vulnerability and
Threat
Management
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Cyber Threats
Services

Information and.Event.Management
Log analysis
Linked to the intrusion detection and incident response plan

Alerting - Configure and receive automatic alerts based on customized event thresholds.

/.

Event Correlation - Multiple forms of event correlation are available for all events including statistical
anomalies, associating IDS event with vulnerabilities, and alerting on ‘first time seen' events.

LN
Q Log Normalization - Normalize, correlate, and analyze user and network activity from log data
/g generated by any device or application across the enterprise in a central portal.

g User Monitoring - Monitor user activity. Associate events such as a NetFlow, IDS detection, firewall
log activity, file access, system error, or login failure with specific users for easy reporting and insider
threat detection.

Malware Detection - monitors all processes running on Windows machines for malware processes, and can
alert the security team if malware is discovered.
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